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IMPORTANTE 

Lima, 14 de Octubre de 2019 

Señor 

LENIN QUISO CORDOVA 
Gerente de Políticas Regulatorias y Competencia 
Organismo Supervisor de Inversión Privada en Telecomunicaciones-OSIPTEL 
Presente.-

De nuestra consideración: 

.Comentarios al "Proyecto de norma que modifica 
el Texto Único Ordenado del Reglamento de 
Portabilidad Numérica en el Servicio Publico Movll 
y el Servicio de Te/efonfa Fija y el Texto Único 
Ordenado de las Condiciones de Uso, de los 
Servicios Públicos de Telecomunicaciones" 

La presente tiene por objeto saludarlo cordialmente y hacer mención al Proyecto de la 
referencia, publicado en el diario oficial el Peruano el día 09 de Setiembre del presente año (en 
adelante el "Proyecto"). 

Sobre el particular, de manera complementaria a nuestros comentarios remitidos mediante 
comunicación DMR/CE/W2149/19, aprovechamos la oportunidad para expresarle lo siguiente: 

• En relación a la obligación de solicitar la exhibición del documento de identidad y conservar 
una copia del mismo (articulas 11° y 11-Ao del Proyecto), le expresamos que desde hace 
varios años, el mercado de servicios públicos de telecomunicaciones ha venido presentando 
diversos cambios y transformaciones, en tanto que estamos en un sector que se encuentra 
en constante actualización no solo desde el punto de vista de tecnológico sino también en 
función a las exigencias de los propios usuarios, quienes buscan encontrarse cada día más 
inmersos en la era digital. 

Es por ello que rechazamos la propuesta formulada y le expresamos la necesidad de que sea 
reconsiderada la obligación de exigir la presentación del documento de identidad al abonado 
y, simultáneamente exigir a las empresas operadoras la conservación --de manera ({sica o 
digita/~ de una copia del mismo, en tanto que esta última podría ser reemplazada por 
mecanismos tecnológicos alternativos existentes, tal como lo sería la utilización de la 
identificación biométrica con estándares de huella viva que nuestra representada ya ha 
implementado en todos nuestros puntos de venta, conforme ha sido desarrollado a detalle en 
nuestros comentarios remitidos con carta DMR/CE/W2149/19, a la cual nos remitimos para 
mayor abundamiento. 

De manera adicional a lo antes señalado, le reiteramos que nuestros lectores de la marca 
Morpho cumple con los más altos estándares de seguridad, e incluso del propio RENIEC (del 
cual es proveedor). Asimismo, es oportuno señalar que dichos lectores cuentan con la 
certifjcac!ón emitida por diversas entidades a lo largo del mundo, tales como la Oficina Federal 
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de Seguridad de la Información de Alemania, el Buró Federal de Investigaciones (FBI), entre 
otros, cuya copia simple adjuntamos a la presente. 

• En relación a la obligación de contar con la fotograffa del cliente brindada por la RENIEC 
(articulo 11-Ao del Proyecto), le expresamos nuestro rechazo a la propuesta formulada ya 
que implicarla la creación de un sobrecosto adicional al proceso de contratación existente en 
la actualidad, en tanto que obligarla nuevamente a las empresas operadoras a contratar un 
servicio adicional ofrecido por la RENIEC que cuesta SI. 0.60 nuevos soles por cada 
consulta formulada, según su TUPA actual, cuya copia adjuntamos a la presente para su 
verificación puntal 

Reiteramos nuestra preocupación por el proyecto ya que de ser aprobada la medida bajo 
análisis, se sumarla a los importantes sobrecostos asumidos por la industria ocasionados por 
el servicio de verificación biométrica que han implicado un desembolso anual por parte de 
nuestra representada de alrededor de diez millones de soles (al cierre del mes de setiembre 
del presente año, ya se han pagado casi siete millones), todo lo cual viene impactando 
fuertemente los estados financieros, cuyos resultados e indicadores son de público 
conocimiento, conforme ha sido señalado recientemente mediante comunicación 
DMRlCE/W2011/19, a la cual nos remitimos. 

Es por ello que América Móvil solicita la aprobación de la "huella viva" como estándar 
en todos los procesos de validación biométrica de identidad, (descartándose opciones que 
impliquen la adquisición de un nuevo servicio a la RENIEC; ni la exhibición / conservación de la copia 
del documento de identidad), a la luz de las consideraciones señalados a lo largo de nuestra 
comunicación DMRlCE/W2149/19, de las certificaciones internacionales que avalan la calidad de 
nuestros lectores biométricos, al no constituirse en un nuevo sobrecosto y por último, al tratarse de 
una opción que el propio Regulador evaluó en su informe W113-GPRC/2019 pero que solicitamos 
sea re-evaluada a la luz de la información proporcionada mediante la presente. 

Sin o o particular, agradeciéndole de antemano por la gentil atención que se sirva dispensar 
la presente, uedamos de Usted. 

, 

J' r'o Arailcivia Vi\ianue~~ 
.0 j' . jeT \ 1 'a Movl\ , ,"'4e Reg"lar,Q1 •. e,e on. " 
'C :c,' ~ ~ M" o:v',1 Perú S.A e ....... ,ncO! • -

Adj.- Lo indicado (3 Y págs. excl. ésta) 

C.c. Sra. Tatiana Piccini Anton. Gerent~ de Protección y Servicios al Usuario. OS/PTEL. 
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CERTIFICATION OF COMPLIANCE 

for 

MORPHO 

Model CBM-E3, MSO 1300 E3, MSO 1350 E3 single finger livescan capture devices without membrane at 50Oppi. 

The FBI certifies that the equipment descrtbed above is in compliance with the following FBI CJIS Division's Next Generation Identification System 
Image Ouality Specifications (lOS): 

Personalldentity Verification (PIV) 
Single Finger Capture Device Specifications 

This certification process does not constitute an endorsement, but only attests that the product meets FBI standards. Continued 
I acceptance of the images created by an installed system, for retention in the FBI Master Fingerprint files, is contingent on the ability of 

the product to meet the IQS over time. As equipment can degrade, the FBI recommends that your company assist customers in the 
establishment of quality assurance programs and appropriate maintenance schedules for your products. 

This certification process is not in tended to endorse one entity or implementation over another, but mereIy to certifj that the implementation meets FBI standards. 

The authenticity cif this certificate can be corifirmed by checkina the online reaistry at <jbibiospecs.cjis.aov>. 

Date: July 28, 2015 



Certificat 
AFNOR CERTIFICATION 

Certifica te 

N° 2006/27204.20 

AFNOR Certiflcation certifle que le systeme de management mis en place par: 
AFNOR Certification certifies that the management system implemented by: 

IDEMIA France SAS 
pour les activités suivantes : 

for the following activities: 

Page 1/4 

VENTE ET MAiTRISE D'OEUVRE, RECHERCHE, CONCEPTION, DEVELOPPEMENT, PRODUCTION, 
DÉPLOIEMENT, ET SUPPORT CLIENT DE SOLUTIONS D'IDENTIFICATION, D'EQUIPEMENTS, DE DOCUMENTS 
SECURISES ET DE SERVICES POUR LA PROTECTION DES POPULATIONS, DES INFRASTRUCTURES ET DES 

DONNEES , DE SOLUTIONS ET PRODUITS BANCAl RES ET DE CONNECTIVITÉ. 
SALE AND PROGRAM MANAGEMENT, RESEARCH, DESIGN, DEVELOPMENT, PRODUCTION, DEPLOYMENT 

AND CUSTOMER SUPPORT OF IDENTIFICATION SOLUTIONS, EQUlPMENT, SECURED DOCUMENTS AND 
SERVICES RELATED TO PROTECTION OF PEOPLE, ASSETS AND DATA STREAMS SOLUTIONS AND 

BANKJNG PRODUCTS AND CONNECTIVITY. 

VENTA y GESTiÓN DE PROYECTOS, INVESTIGACiÓN, DISEÑO, DESARROLLO, PRODUCCiÓN, DESPLIEGUE 
Y SOPORTE AL CLIENTE RELATIVO A SOLUCIONES DE IDENTIFICACiÓN, EQUIPOS, SEGURIDAD EN 

DOCUMENTOS Y SERVICIOS PARA LA PROTECCiÓN DE LAS POBLACIONES, LAS INFRAESTRUCTURAS Y 
LOS DATOS, SOLUCIONES DE PRODUCTOS BANCARIOS Y DE CONECTIVIDAD. 

HX14fJitP ÁPi. JIf¡lk$lAtNtJ/f#j¿J1fJiRjjIj;jJ~ J¡lJt;jJ~ 1IlIf¡lk¿¡,4l!i1mI!i, 
I!!I!JJ¡lJt;jJ~. ifllf. ~$lJli*:iI!If{#1#jHf~e1ll, 

1iIf~. iJHf.7fit.!t¡lk.I/!:II.JtI/Hf1fPJt/# 
a été évalué et jugé conforme aux exigences requises par: 

has been assessed and found to meet the requirements of: 

ISO 9001 : 2015 
et est déployé sur les sites suivants : 

and is developed on the following locations: 

IDEMIA France SAS 420, rue d'Estenne d'Orves FR-92700 COLOMBES 

Liste des sites certiflés en annexe(s) I Ust of certified locations on appendix(ces) 

Ce certificat est valable a compter du (annéeJmoisfjOur) 
This certificate is va/id from (year/monthlday) 2018-06-26 Jusqu'au 

Until 2021-06-25 

Franck LEBEUGLE 
Directeur Général d'AFNOR Certification ~ 
Managing Director of AFNOR Certification 

11 rue Francls de Pressensé - 93571 La Plalne Saint-Den/s Cedex - Franca - T. +33 (0)1 41 62 80 00 - F. +33 (0)1 49 17 90 00 
SAS au capital de 18 187 000 € - 479 076 002 RCS Bobigny - www.afnor.org 

Flashez ce QR 
Cacle pour vérifier la 
validité du certificat 

aFnor 
CERTIFICATION 



Certificat 
AFNOR CERTlF/CATlON 

Certifica te 

N° 2006/27204.20 Page 2/4 

Annexe I Appendix n° 1 

IDEMIA France SAS 

Liste complémentaire des sites entrant dans le périmetre de la certiflcation : 
Complementary list of locations within the certification scope: 

Country I pays City I ville Name I Raison Sociale Address I Adress 

Australia 

Australia 

Australia 

Brazil 

Canada 

Canada 

CHilE 

CHilE 

CHilE 

Colombia 

Colombia 

Colombia 

Colombia 

Canberra IDEMIA Australasia pty Ud level 2 / 103 - 105 Northbourne Ave AU 
AU TURNER ACT 2612 

LANE COVE / Sydney IDEMIA Australasia pty Ud Unit 1, 7-9 Orion Road, NSW2066, LANE 
COVE, Australie 

Smithfield / Sydney 
Oberthur Technologies 

23, Tarlington Place, Smithfield NSW 2164, Australia Pty Ud 

TAUBATÉ Morpho do Brasil SA 
Av. Independencia, 3451, loteamento 
Industrial, CEP 12032-000, TAUBATÉ, SP, 
Brésil 

MONTREAl Morpho Canada Inc 485 rue McGiII, Suite 1100, H2Y 2H4, 
MONTREAl - QUEBEC, Canada 

Oakville Morpho Canada Inc. 2872 Bristol Circle, Suite 100 l6H 6G4 CA-
CAOakville 

IDEMIA Identity & Security Av. Isidora Goyenechea 3250 Piso 2 Of. 
SANTIAGO 201 - LAS CONDES Cl-Cl 755- 0083 branch 

SANTIAGO DE CHilE 

SANTIAGO Morpho Sitio de Produccion Catedral 1772 Cl-Cl 99 SANTIAGO DE 
CHilE 

SANTIAGO Morpho Sitio de Contingencia Huérfanos 1570 Cl-Cl 99 SANTIAGO DE 
CHilE 

BOGOTA 
IDEMIA Identity & Security Transversal 18 W96-41 Piso 13 CO 
Sucursal Colombia BOGOTA 

BOGOTA IDEMIA ColorTloia SAS Av El Dorado 90 - 10, Bogota OC, 
BOGOTA, Colombie 

MEDELlN 
Morpho Cards de Colombia Cr 42 # 85A -95 Autopista sur Itagür CO-
S.A CO MEDELlN - Colombia 

Yumbo Morpho Cards de Colombia 
Calle 15 # 32 - 234 Acopi CO-CO Yumbo S.A 

afnor 
11 rua Francis da Pressansé - 93571 La P/aine Saint-Denis Cedex - Franca - T. +33 (0)1 41 628000 - F. +33 (0)1 49 1790 00 

SAS au capital da 18 187 000 € - 479 076 002 RCS 80blgny - www.afnor.org 
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Certificat 
AFNOR CERTIFICATION 

Certifica te 

N° 2006/27204.20 Page 3/4 

Annexe I Appendix n° 2 

IDEMIA France SAS 

Liste complémentaire des sites entrant dans le périmetre de la certification : 
Complementary list o, locations within the certification scope: 

Czech Republic OSTRAVA IDEMIA Czech sra Jelinkova 1174/3, 721 00, OSTRAVA-
SVINOV, République tchéque 

France 

France 

France 

France 

France 

France 

Germany 

Germany 

India 

India 

India 

Indonesia 

-

Malaysia 

Issy les Moulineaux 
Idemia Identity & Security 11 Boulevard Galieni, 92130 Issy les 
France SAS Moulineaux, France 

OSNY 
Idemia Identity & Security 

18 Chaussée Jules César FR-95520 OSNY France SAS 

PESSAC IDEMIA France SAS Parc scientifique Unitec, 4, allée du Doyen 
Georges Brus (33600) Pessac 

ST ETIENNE DU Idemia Identity & Security Boulevard lénine BP 428 FR-76805 ST 
ROUVRAY France SAS ETIENNE DU ROUVRAY 

VITRE IDEMIA France SAS Avenue d'Helmstedt la Haye Robert BP 
90308 Fr 35503 Vitré Cedex 

Colombes IDEMIA France SAS 420, rue d'Estenne d'Orves, 92700 
Colombes, France 

BOCHUM 
IDEMIA Identity & Security Universitatsstrasse 160, 44801, BOCHUM, 
GermanyAG Allemagne 

FLlNTBEK IDEMIA Germany GmbH Konrad-Zuse-Ring 1, D-24220, FLlNTBEK, 
Allemagne 
SDF N° l-14 Noida Special Economic 

NOIDA Smart Chip Private Limited Zone Dadri Road, Phase 11, Noida 201305 
-

(Uttar Pradesh), India 

NOIDA 
Syscom Corporation Private D - 216 Sector 63, Noida IN-201301 
Limited UTTAR PRADESH INDIA 

Syscom Corporation Private Plot 60-61, 153-154,SDF - "l" Block, 
NOIDA 

Limited 
NSEZ, Phase-II, Dadri Road, Noida IN-
201301 UTTAR PRADESH INDIA 
AlA Central, 38th Floor, JI. Jenderal 

JAKARTA PT. I'M Technlologies Sudirman Kav. 48A, 12930 Jakarta, 
INDONESIA 

-- -- 5th Floor, Podium Block, Menara Keck - _. 
KUALA lUMPUR Morpho Cards SDN BHD 

--- .-
Seng ,203;- Jalan Bukit Bintang MY 55100 _ 
KUALA lUMPUR 

afnor 
11 rue Francis de Pressensé· 93571 La Plaine Saint-Denis Cedex - Franca - T. +33 (0)1 41 628000 - F. +33 (0)1 491790 00 

SAS su capital de 18 187 000 € - 479 076 002 RCS Boblgny - www.afnor.org 
CERTIFICATION 



Certificat 
AFNOR CERTlF/CATlON 

Certifica te 

N° 2006/27204.20 Page 4/4 

Annexe I Appendix n° 3 

Mexico 

Morocco 

Netherlands 

Philippines 

Romania 

Romania 

South Africa 

UAE 

USA 

USA 

USA 

USA 

USA 

IDEMIA France SAS 

Liste complémentaire des sites entrant dans le périmetre de la certification : 
Complementary /ist of locations within the certification scope: 

Montes Urales 505, 3er. Piso, Col. Lomas 
Mexico IDEMIA Identity & Security de Chapultepec, C.P. 11000 Del. Miguel 

Hidalgo MX-MX 11000 MEXICO 
BP 80 - Aéroport Mohamed V Technopole, 

CASABLANCA IDEMIA Morocco SA Nouasseur, 20200, Ain Chock Hay Hassani 
CASABLANCA, Maroc 

HAARLEM IDEMIA The Netherlands BV Oudeweg 32, 2031CC, HAARLEM, Pays-
Bas 

Oberthur Cards Systems S.A. 19th Floor BPI-Philam Life Makati, 6811 
Makati I MANILLE Regional Operating Ayala Avenue, Makati City, 1209, 

Headquarters Philippines 

BUCAREST Oberthur Technologies Soseaua lancului n° 46, sector 2, 
Romania S.R.L BUCAREST, Romania 

Otopeni I BUCAREST 
Oberthur Technologies 34-36 I.G Duca Street, Otopeni, IIfov, 
Romania S.R.L Romania, 075100 

Block B, Wierda Court, 107 Johan Road -
JOHANNESBOURG Morpho South Africa (Pty) Ltd Wierda Valley, 2196 Sandton ZA, Afrique 

du Sud 

ABU DHABI 
IDEMIA Identity & Security Sky Tower, Reem Island Abu Dhabi P.O. 
UAE branch 41324 AE-UAE ABU DHABI 

ALEXANDRIA MorphoTrak LLC 675 N. Washington Street, Suite 350 US-
US ALEXANDRIA VA 22314 

ANAHEIM MorphoTrak LLC 
5515 East La Palma Avenue Suite 100 US-
US ANAHEIM 92807 

Boston IDEMIA America Corp. 221, Crescent Street, Suite 302,19904 
Waltham 

Morgantown MorphoTrak LLC 525 Suncrest Towne Center US-US 
Morgantown WEST VIRGINIA 26505 

STERLlNG IDEMIA Group 21111 B Ridgetop Circle, Sterling, VA 
20166 

afnor 
11 rua Francis de Pressensé - 93571 La P/aine Saint-Denis Cedex - Franca - T. +33 (0)1 41 626000 - F. +33 (0)1491790 00 

SAS au capital de 18 187000 € - 479 076 002 RCS Boblgny - www.afnor.org 
CERT/F/CAT/ON 



Certificat 
AFNOR CERTlFICArlON 

Certifica te 

N° 2017/76421.1 

AFNOR Certification certifie que le systeme de management mis en place par: 
AFNOR Certification certifies that the management system implemented by: 

IDEMIA IDENTITY & SECURITY FRANCE SAS 
pour les activités suivantes : 

for the fol/owing activities: 

PRODUCTION, DEPLOIEMENT ET SUPPORT CLlENT DE SYSTEMES DE SECURITE, DE 
TERMINAUX ET DE CARTES ELECTRONIQUES. 

PRODUCTION AND DEPLOYMENT OF SECURITY SYSTEMS, TERMINALS AND ELECTRONIC 
CARDS; RELATED CUSTOMER SUPPORT. 

a été évalué et jugé conforme aux exigen ces requises par: 
has been assessed and found to meet the requirements of: 

ISO 14001 : 2015 
et est déployé sur les sites suivants : 

and is developed on the fol/owing locations: 
2 Boulevard Lenine BP 428 FR-76805 SAINT ETIENNE DU ROUVRAY CEDEX 

Ce certificat est valable a compter du (annéelmoisr¡our) 
This certificare is valid (rom (year/monthlday) 2017-10-25 

Franck LEBEUGLE 

Jusqu'au 
Until 

Di recte u r Général d'AFNOR Certification 
Managing Director of AFNOR Certification 

11 rue Frandsde Pressensé -93571 La Pla/ne Saint-Denis Cedex- France - T. +33 (0)1416260 00 - F. +33 (0)14917 90 00 
SAS au capital de 18 187000 € - 479 076002 RCS Boblgny - www.afnor.org 

2020-10-24 

Flashez ce QR Coda 
pour vérifier la validi!é 

du certifica! 

afnor 
CERTIFICATlON 



SSAFRAN IDENTITV & SECURITY 

Nous, 
We. 

DECLARATION DE CONFORMITE UE 
EU OeCLARATION OF CONFORMITY 

FABRlCANT: SAFRAN ldentJty & Securlty 
MANUFACTURER 

ADRESSE: 11, boulevard Gallienl - 92130 ISSY LES MOULlNEAUX - Franca 
ADDRESS 

déclarons que cette DécJaration de Confonnlté est déllvrée sous notra seule responsabllité et conceme 19(8) produit(s) sulvant(s}. 
declare that the Declaratlon of Conform/ty is issued under our soIe responsibility and beIongs to the foIlowing product(s). 

NOM DU PRODUIT: Se référer ala DécIaration de Similartté joInte a cette Déclaratlon de ConfonnHé 
PRODUCT NAME Refer lo D8cIanJtkm of Slmllarltles attached as psrt ofthls Decl8IBIJon of ConformIty 

MODELE DE CERTlFICATlON: MPH-SE001A, MPH-SEOO2A, MPH-SEO02B 
REGULATORY MODEL NUMBER 

L'objet de la déclaraHon décrit cI-dessus est en confóiíñitéivec la législatlon d'harmonisation de l'Union Eurójiééñni' 
The object of the declaration described aboW i8 in confonnItj, with the re/evant European Unlon haniiónlsatlon leglslatlon: 

/ t / ~ 
Z0141301EU DlrectIve du ~t éiIrOpéen el du collMll d~~.!6~ar 2014 relatlve a I'hannonlaatlon del.l~ des éa1a ~~~mant la compatlbllt6 

6Iecttomagn6tique (refonte) .,..,-"'" ' L".",- . ' 
DIrectlve of lhfI E#éJpBtmpst#latnerJ-and of lhfI councN of 26 FebIu8ty 201400 th& fIarmon!$StiOO of thé IaWI/Jf th& I.fember States lTII8IJng lo 

O¡~ 1, / 
Z011I8li1EU DlnICtIVa du Partement lIUI'Op6en el du ConseI du 8juln 2011 reJatJve A la Hmlta1lon de futlllUbon cki certalnes auba1ancel dangerauaes dans la 

6QulpementS 61ec1r1ques el éIectronIques t,' 
DIrectJve of #he E~ P8I1itJment 8IId of the CouncII of 8 JIJIIe 2011 on the lWIriction of the uie of oertaIn hazarrJout; aubmlnces Irr electrical81ld 
eIectronIc 8qu,pment t! ¡ 

j, J ,1 '------. 

Les normes hannonlsées ~nes et les spécIflcations technlques suivantes ont été ap~uées: 
The foIJow/ng harmonlsed Einopean st8ndsrr:Ja end technlcsl specIfIcatJons have been tJPP/If!d 

l b ~f 

Safety EN 60950\~~~}11:2009 + A1 :2010 + A12:2011 + A2 2013 ,_. ¡, 

EMe EN 55032:~2b15, EN
1
55024: 2010 \ " ..... ;..:.._ .. _-~ , 

Health EN 62311 :2boa '\ \ t,. ....... 
, 

'-~ 

""~----------' 
......... ,~. 

~
'" \~ .. ~" .. """ ---- --,-- ... 

"'.""IIsSAFRAN ,_ • .-.. ___ .oo:.-."'LM .• "" .... _ .............. '"""""""- I 
Le ITIOdéIe de cerIIftcatIon est I'ldentltlant principal du prodult dans'letfdocumerit& de certlllcatfon el les rapports d'essaj : Ce!: kIentIflant na dOtt_ éIie' confondu aveo le nom 
commerclal ou les r6f6Tences produtl La correspondance entre le rnodéIe de certiIIc8tIon el le nom commercIaI ou la rM6_ produil est disponible i travers LI'I document 
sp6cIflque appelé Déclaratlon de SImIartté. 
SAFRAN ldentIly & Securtty products 818 ssslfIned a RegulBtary ModeI Number whIch atsys wfth tire ff1(1UBtrxy aspsc:ls altIre desIgn. Tñe Regulatory ModeI NurdJer la the 
maIn product ld6ntIIIer In thfJ 18gIhto/y documentIlIon end test /'8POIItI: tilia number shouId not be confuaed w/th MBtIcetJng Nsme or Product Refetencea. Th& 
ccrrespondence beMen R6QIiBtoty ModeI NUI'fIbeI(.) 8IId M8tketlng Nane(s) or Product Refef8nce(s} la avaI1sbIe lhrDugh s sp6C/fIc document nalMd DtIcIsI'8tJon 01 
SIrril8lily. 

Signé pour et au nom de I Signed for and on behalf:of: ~-
Issy-Les-Moullneaux 

DéJ/vr6eil 
Place of ISSUB 

2017105105 

Déllvrée Iel 
Dale al Issue 

~GUEDON 
Dll'iCteur Adjolnt de la Direcüon des Produits et del'lnnovatlon 
D!puty \IP ofthe Product & InnoVllflon Depattment 
Nom, fonctIon, sIgnature I NBI1I6, fIn:tJon, sIgn8tut8 

Document SAFRAN IdentIty & Securlty - Reproductlon el Dlwlgatlon InterdItes 
Docurnent SAFRAN kIen1IIy & Securlty - Reproductlon atld DlscIosure pro/IlbIIad 

2017_2000028976 6000026958 R18 000 02 



§SAFRAN IPENTITY & SECURITY 

-=spaftoU 
FABRICANTE 
DIRECCIÓN 

DECLARATION DE CONFORMITE UE 
EU DECLARATION OF CONFORMITY 

DECLARACiÓN CE DE CONFORMIDAD 
SAFRAN Identlty & Security 
11, boulevard Gallienl - 92130 ISSY LES MOULINEAUX - FRANCIA 

NOMBRE DEL PRODUCTO 
REFERENCIA DE FÁBRICA 

Consulte la Declaracl6n de Similitud adjunta a la presente Declaración de conformidad 
MPH-SEOO1A, MPH-SEOO2A, MPH-SEOO2B 

Este producto cumple con las exigendas de las siguientes directivas europeas: 
20141301EU Dírec:tJva del parlamento europeo y del consejo de 26 de febrero de 2014 sobre la armonización de /as 

/egi8laclones de los Estados miembros en materia de compatibilidad electromagnética (refundición) 

2011/85IEU Directiva del Parlamento Europeo y del Consejo, de 8 de Junio de 2011 , sobre restrfccíones a la utilización 
de determinadas sustancias peligrosas en aparatos eléctricos y electrónicos 

Se presume esta conformidad dado el respeto Integral de las normas armonizadas europeas • 

• tallanol DICHIARAZIONE CE DI CONFORIIITA1 "..,........---; 
COSTRUTTORE /: SAFRAN' Identlty & Security""" • 
INDIRlZZO : 11, boulévard Gallienl- 92130 ISSY LES MOULlNEAUX • FRANCIA ~ 
NOME DEL PRODOTTO .: Fare rifeljmen10 alla Dlchiarazlone di somlgiarlZa sUegata alla Presente Dichlarazlone di 

RIFERIMENTO STABILlMENTO /. " ~:p.;g~1A, MPH-SEOO2A, MPH-SE~ ,.... .-'~ • 
/ / / . ~ ~ 

11 presente prodotto 1) conforme alle estgenze delle seguenti dlreWve europea : I .r 
2D14130IEU Dl19ttJVa del Paif8fl1énto europeo e del consJgIIo del 26 febbl9lo 2014 concemente riumonlzzszione del1e IegIsIszkJnj 

degllSt8tJ miinibrirelatfve tMIa compatlbllltB elettromagnetlca (rlfusloné) ;/ 
.. ,1 I J' 

( f J 
2011/85IEU Di19ttivadel PllrlBmento europeo e del Consiglio, del/' 8 glugno 2011, sulla 19strfzione dell'uso di determfn8t9 sostanze 
, peÍfcofose nella apparecchfature elettrfche ed elettronlche f ~ 

Tale conformltB 1) presunta ~~~}ntegrale delle normative europea armonlzzate: J ¡ 
peutschl EG-KQ~f¡iORM¡'TATSERKLARUNG \ .. ( .. __ . ," 
HERSTELLER ~:.. SAFRAN Identity & Security . " 
ADRES SE \ 11, boulevard Gallleni - 92130 ISSY LES MOULINEAUX· FRANKREICH 
PRODUKTNAME • -, Slehe Atmlfchkeit ErkI8rung zu diesar KonforrÍIltAlserklárung belgefiigt 
WERKSNUMMER \ "'\,. MPH-5EOO1A, MPH-5EOO2A, MP~ ~'r, 

Dieses Produkt erftlllt die An~ngen der fulgenden europalschen Rlchtiln\en: \ ...... ~, 
2014130lEU Richt/lnle'~ EuropiiJscIi9n Patfaments und des Rafes vom 26. FebnJar 20111 zur,HannOñlslefllng der 

RechtsvorsChriftBn'cJer MItgI/edstasten I1ber:dIe e/ektromagnetJsahe VertrlgJfchkelt (Nel/fas$ung) ,_, .. 
. , 

. " .", . ~, 

2011/GISIEU Richtllnle des Europl1I~nParl8lTlBnts und des Rst&s 110m 8. Junl2011 zur Beschrlinkung dar VfNWf3ndung 
bestlmmter geMhrlIcher Stoffe In t;!ektro- urid ElekfronlkgerMen --.. _----..: 

DIe KonfonnltAt wlrd aufgl'und dar voIlstiindigen Elnhaltung derháíTñonlslerten europalschen Normen vorausgesetzt. 

flíederlandsl 
FABRlKANT 
ADRES 

EG·VERKLARING VAN OVEREENSTEMMING 

PRODUCTNAAM 
REFERENTIENR. FABRlEK 

SAFRAN Identity & Security 
11, boulevard Gallleni • 92130 ISSY LES MOULlNEAUX - FRANKRIJK 
Raadpleeg Gelljkenls Verklaring san deze Verklaring van overeenstemming 
MPH-5EOO1A, MPH-SEOO2A, MPH-SEOO2B 

Dlt produd voldoet san de eisen van de voIgende Europese richtliJnen: 
20141301EU RichtiiJn van het Europeas Pariement en de Raad van 26 februari2014 betreffende de harmonlsatie van de 

wetgevingen van 00 lidstaten Inzaké e1ektromagnelisChe compatibilitelt (henschlkklng) 

2011Je5/EU RlchtlJjn 2011f65tEU van het Europees Parlement en de R88d van 8 JunI 2011 betTeffende beperking van h8t gebnJlk 
van bepaaIde gevaetlijke stoffen in eIekIrische en eJektronlsche 8pp8f'8tuur 

Daze conformltelt wordt veronderstekl door de volledlge nalevlng van de Europese geharmoniseerde nonnen. 

,:.¡' , 
:~ ,ji. \, ... !" .~ . " \':" ,. 

Dacument SAFRAN Identity & Securlly • RIlproduction et Dlvulgatlon Inten1I1Ils 
Documenl SAFRAN ldentIty & SecurIty. Reproductlon and DIsclosure prohiblted 

2017_2000028976 6OO/102e958 R18 000 02 



DK-49402-UL 

--- -- ------ - ------ -- -- -- ---- ----- --- - -- - -- -- -- ----- -- - - -- -- - --- ---
, I 

; lEC SYSTEM FOR MUTUAL RECOGNITION OF TEST SYSTEME CEI D'ACCEPTATION MUTUELLE DE 
¡ CERTIFlCI\TES FOR ELECTRICI\L EQUIf"'MENT CERTIFICI\TS D'ESSI\IS DES EQUIPEMENTS 
! (IECEE) CS SCHEME ELECTRIQUES (IECEE) METHODE OC ¡ 

------------------------- -- --- - --------~----------------------------

CB TEST CERTIFICA TE 
Product 
Produit 

Name and address of the applicant 
Nom et adresse du demandeur 

Name and address of the manufacturar 
Nom et adresse du fabricant 

Name and address of the factory 
Nom et adresse de I'usine 

Note: When mOl8 !han 0119 factory, please report on paga 2 
Note: Lorsque H y plus d'une uSine, veuiHez utiliser la 2""" paga 

Ratings and principal characteristics 
Valeurs nominales et caractéristiques principales 

Trademark (if any) 
Marque de fabrique (si elle existe) 
Type of Manufacturer's Testing Laboratories usad 
Type de programme du laboratoire d'essais 
constructeur 

Modell Type Ref. 
Ref. De type 

Additional information (if necessary may also be 
reported on page 2) 
Les informations complémentaires (si nécessaire .. 
peuvent atre indiqués sur la 26ma page 

A sample of the product was testad and found 
to be in conformity with 
Un échantillon de ce produit a été essayé et a été 
considéré conforme a la 

As shown in the Test Report Ref. No. which forms 
part of this Certificate 
Comme indiqué dans le Rapport d'essais numéro de 
référence qui constitue partie de ce Certificat 

CERTIFICAT O'ESSAI OC 

Optical Biometric Fingerprint Device 

MORPHO 
18 CHAUSSEE JULES CESAR 
OSNY, 95520 France 

MORPHO 
11 SOULEVARD GALLlÉNI92130 ISSY-LES-MOULlNEAUX 
FRANCE 

MORPHO 
BOULEVARD LÉNINE BP 42876805 SAINT-ETIENNE DU 
ROUVRAY CEDEX 
FRANCE 

181 Additional Information on page 2 
Ratings are optional: 

MPH-SE001A 
USB mode: from 4.5 Vdc to 5.5 Vdc; 
UART mode: from 3.6 Vdc to 5.5 Vdc 

MPH-SEOO2A; MPH-SE002B 
5VDC; 500mA 

SAFRAN Morpho 

MPH-SE001A, MPH-SEOO2A, MPH-SE002B 
See Page2 

Additionally evaluated to EN 60950-1: 2006/ A 11: 2009 / A 1: 
2010 / A 12: 2011 / A2:2013; National Differences specified in the 
CB Test Report. 

O Additional Information en page 2 
. lEC 60950-1 (ed.2), lEC 60950-1 (ed.2);am1, lEC 60950-
1 (ed.2);am2 

E205978-A11-CB-1 issued on 2015-10-29 

This CB Test Certificate is issued by the National Certification Body 
Ce Certificat d'essai OC est établi par l'Organisme National de Certification 

® 
Date: 2015-10-29 

[] UL (US), 333 Pflngst90 Rd IL 60062, Northbrook, USA 

181 UL (Demko), Borupvang 5A DK-2750 Ballerup, DENMARK 

D UL (JP), MarunouchI Trust Tower Main Building 6F, 1-8-3 Marunouchj, Chlyoda.Jw, Tokyo 100-0005, JAPAN 

G UL (CA), 7 Underwriters Roád, Toronlo, M1 R 364 Ontario, GANADA 

Signature: 

1/2 



------------ - ------~ --- -
Ref. Certif. No. I 

~--------- - --~--~-~----

ils: 
MPH-SE001A,MPH-SEOO2A,MPH-SE002B Commercial names: 
MSO CBM series, MSO 1300 series, MSO 1350 series and may be 
followed by additional alphanumeric characters, non safety critical. 

Factories: 
SAGEM MORPHO SECURITY PRIVATE LlMITED 
SDF L-14 NSEZ PHASE 11, DADRI ROAD NOIDA - 201305 U.P., 
INDIA 

Additional information (if necessary) 
Information complémentaire (si nécessaire) 

DK-49402-UL 

® 
O UL (US). 333 Plingsten Rd IL 60062, Nor1hbrook, USA 

U L :'Q~.:::': '. UL (Demko), Borupvang 5A DK-2750 Ballerup, DENMARK 
L.J UL (JP), Marunouchi Trust Tower Main Building 6F, 1-8-3 Marunouchi, Chiyoda-ku, Tokyo 100-0005, JAPAN 

UL (CA), 7 Underwriters Road, Toronto, M1 R 384 Ontario, CANADA 

For futt legal entity names sea www.ut.comIncbnamas 

Date: 2015-10-29 

Signaturo: ¡. w.. ~ 
Jan-Erik Storgaard 

2/2 
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· '~SAFRAN 
'-.....P Morpho FCC DECLARATION OF CONFORMITY 

MANUFACTURER Morpho 

ADDRESS 11, boulevard Gallieni - 92130 ISSY LES MOULlNEAUX - Franca 

PRODUCT NAME Refer to Declarat/on of Simllarities attached as part of th/s Declaration of Conformity 

REGULATORY MODEL NUMBER MPH-SE001 A, MPH-SE002A, MPH-SE0028 

Our device aboye has been tested and found to be compliant with the FCC 47 CFR Part 15 Class B limits as a computer 
peripheral. 

Thls devlce complies wlth Part 15 ofthe FCC Rules. Operation is subject to the following two conditions: (1) This device may not 
cause harmful interference, and (2) this device must accept any lnterference received, including interference that may cause 
undesired operation. 

Delails oftest lab and documentation: 

Test Lab Name: EMITECH 
3 rue des Coudrlers 
ZA de l'Observatoire 
78180 MONTIGNY LE BRETONNEUX 
FRANCE 

FCC Test Site Accreditation Number (as seen on FCC website): 969174 
Test report number and lssue date: 

RC-032-PTE-15-103062-3-A issued on 10/09/15 
RC-032-PTE-15-103062-4-A issued on 06/18/15 

Morpho products are asslgned a Regulatory Model Number which stays with the regulatory aspects of the designo The 
Regulatory Model Number Is the maln product Identifier in the regulatory documentation and test reports: this number should not 
be confused with Marketing Name or Product References. 
The correspondence between Regulatory Model Number(s) and Marketing Name(s) or Product Reference(s) is available 
through a specific document named Declaration of Similarity. . 

Place of issue 

ISSYLES 
MOULlNEAUX 

Date: Title: Vice President Centers of Excellence Equipment. 

J \ - l. &"" Name: J . Wl ,-~E.~ 

s@n~_d_: _______ ~_ -

Document Morpho - Reproduction el Divulgatlon interdites I Morpho Document - Reproductlon and Disc/osure prohlblted MPO DNP 004 F2 XX F 
2016_2000014494 

t 
1 



.~ 
" 

NOTICE OF COMPLETION 
, AND 

AUTHORIZATION TO APPLY THE UL MAR K 

Morpho 
Mr. Stephane Batut 
18 Chaussee Jules Cesar 
Osny 95520, Fr 

Our Reference: File E205978, Vol. X2 4787026072 

Your Reference: 351'6088685 

08/29/2015 

--- --.., 
Projeel Scope' . ~yang .. n yourfile E205978 and CB'repO~rd upgrad", the latesl 

Per Client request additional new report has to be created: .~ '" 

linked t6 the commercial hames MSO CBM /MSO 1300/ MSO ~1350) '\ I -E205978-A 11 Tfor-new-models (MPH-SE001A, MPH-SEOO2A and MPH-SE002,B 

' ~ I \, I / E205978-A9 - for currenl model. MSO CBM', MSO 1300', MSO ,"\50' "\ 

jéar Mr. Stt'hane Ba~ut: .í.' r 1 
<¡:ongratulations! UL's Investlgabon of yo¡ur product(s) has been completecj under the above Reference N~mber and i 
the product!was determined tq comply with the applicable r~quifements. lJhis letter temporarily supplements the UL \ 
Follow-Up ,Services ProcedurE¡ and servds as authorization¡to apply the Ull Mark at authorized factories un~er UL's 1 
Follow-Up Service Programo To provide your mánufacturer(s) With the inténded authorization to use the UL Mark,l 
~ou must send a copy of this rtotice to ea'ch manUfacturing iocation currenÍly authorized under File E205978, Vol. X2'1 

kecords in\the Follow-Up Se Ji ces proJtj~re )vering thl1'pr~uct are nol being prepared and will be seJt in the j 
hear future.\ Until then, this lett'¡,¡r authorizesapplication oftlhe UL Mark fOr!90 days from the date indicated above. 'f 

~dditional r~uirements related ~ou! responsibilmes,ts'the Abplicant ca~ be found in the document "A¿Plicant ,/ 
responsibilities related to Early Authorizations"'ttlat can be founCl at the following web-site: I ' ' 
http://www.ul.eom/EAResponsibilities t t, ,,' / 

\ .. f " 
Any ¡qformation~!:,d documentation provided to you involving UL Mark services are proJided on behá1f of UL LLe 
(UL) or,ny authorized licensee of UL. 1 1;1 / 
We are e,<cited you ~EMOW able to apply the UL Mark to your products-and-appreciateyour bu{¡ness. Feel,free to 
contact me'qr any of ourC~stomer Service representatives if you have any questions. / / 

Very ;""Y yours, ReV¡ewed.bY:/ 

Robert Dmitruk 
+48 22 336 3355 
Project Engineer 
Robert.Dmitruk@ul.com 

NWfOF9D-6C8BB5 

Bruce A. Mahrenholz 
847 -664-3009 
CPO Director. 

----Bruce7A"Jiílahrenholz@ul.com 

This is an electronically generated letter. Signatures are not required for this document to be valid. Page 1 of 1 
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§SAFRAN 
Morpho 

DECLARATION DE CONFORMITE INDUSTRIE CANADA 
INDUSTRY CA NA DA DECLARA TION OF CONFORMITY 

FABRICANT 
MANUFACTURéR 

ADRESSE 
ADDRESS 

NOM DU PRODUIT 
PRODUCT NAME 

MODELE DE CERTIFICATION 
REGULA TORY MODEL NUMBER 

Morpho 

11, boulevard Gallien! - 92130 ISSV LES MOULINEAUX - Franca 

Se référer El la Déclaration de Similarité jolnt a cette Déclaration de Conformité 
Refer to Declaralion of Similarities attached as part of th/s Declaration of Conformity 

MPH-SE001A, MPH-SEOO2A, MPH-SE002B 

Nous déclarons, sous notre seule responsabilité, que le(s) produit(s) cités cl-dessus est (sont) conforme(s) aux normes suivantes : 
We declare, under our sole responsibility, lhat product(s) menlioned aboye Is (are) complíant with the fo/lowing standard(s): 

ICES-D03, 
Issue 5 :2012 

Information Technology Equipment (ITE) - Limits and Methods of Measurement 

NMB-003, 
Ed.5: 2012 

Équipements Informatiques (El) - Limites et méthodes de mesure 

Les produits Morpho se voient attribuer a un modele de certification qul suit les aspects réglementaires de conception. 
Le modele de certification est I'identifiant principal du produit dans les documents de certification et les rapports d'essai : Cet 
identifiant ne doit pas etre confondu avec le nom commercial ou les références produit. 
La correspondance entre le modele de certification et le nom commercial ou la référence produit est disponible El travers un 
document spéclfique appelé Déclaration de simllarité. 
Morpho products are assígned a Regulatory Model Number which stays wíth the regulatory aspecls of the designo The 
Regulalory Model Number is the maín product identffler in the regulatory documentation and test reports: this number should not 
be confused with Marketing Name or Product References. 
The correspondence between Regulatory Model Number(s) and Marketing Name(s) or Product Reference(s) is available 
through a specfflc document named Dec/aration of Símilarity. 

A / Place of íssue Le /Date : Titre : Directeur des Centres d'Excellence Equipament. 

ISSV LES \ ti, (o \~ Tilfe: Vice President Centers of Excellence Equipment. 

MOULlNEAUX 
Nom/Name: j ," 6u' LGl E~ 

Signature/Signed: 

Document Morpho - Reproductlon et Divulgatlon interdites I Morpho Document - Reproductlon and Disclosure prohibited MPO DNP 004 F2 XX F 
2016_2000014534 

j 
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----------------------- - - --

~ JI'll';¡;9~ ~~~ ;:¡f ~- 110002 
ManakBb.av.",9 Bahsd1ll'SluohZafuMu&, Ne"'DeIhi- 110002 
~1Ph .... ,+91-11-23230SS6.~23010131123233~75a3239402 

t-#!<r.l!-mail: r • .r;is1ratian~bis.cq;iD 
~W~bs¡.: bnp:,"'''' ...... bis r:gv-in btt;¡:rcnbjs.miBiSl 

Our Ref: Registration/CRS 2018-125.8/R-93004316 
/' 

Date:18-05-2018 

Subject : Grant of Registration 

MANUFACTURING UNIT: 

~
MARTCHIP PVT. LTD., 
DF No. L-14, NSEZ, NOIDA - 201301, UTIAR PRADESH, INDIA 

'¡Mr. PRASHANT MISHRA, SENIOR EXECUTIVE-PRODUCT COMPLlANCE 
prashant.mishra@idemia.com _ ,~~ 

+919958115557 

Dear Sir, 

1.With reference to your Application, we are pleased to inform you that it has been decided to grant you 
registration as per details given below : 

!PRODUCT: 

¡ISNO: 

¡BRAND: 

¡MODEL: 

IFACTORV 
!ADDRESS: 

!Optical Fingerprints Scanner 

lis 13252(PART 1):2010 / lEC 60950-1 : 2005 

lIDE!"I1IA 
IMPH-SE002A--

!SMARTCHIP PVT. LTD. -
~DF No. L-14, NSEZ, NOIDA - 201301, UTIAR PRADESH, INDIA 

2. The Registration is being granted for your unit located at the address and for the brand and models mentioned 
at serial no 1 above. 

3. The number assigned to this Registration is R-93004316 which has been made operative from 17-05-Z018 añd is 
valid upto 16-05-Z020 The Registration Number should invariably be referred toin your future correspondence. 

4. The rights and privileges under the registration shall not be exercised by any other factory / organization at any 
other location. This registration is not transferable. In the event of shifting of the manufacturing machinery from 
the registe red premises to so me other place use of the Registration Number shall be stopped and BIS shall be 
informed. 

5. Vou shall comply with the provisions of Bureau of Indian Standards Act, 2016 and relevant Rules and Regulations. 

. -

6. Vou shall follow the guidelines for ttie use of Standard Mark and labeling requirements under BIS Compulsory' 
Registration Scheme for Electronic and IT Products given in circular No. Ref: CMD 3/8: 1/6975 dated 03/12/2015 
availal:ile on BIS website and Ministry of Electronics and Information Technology (MeitV) notification S. O. 638(E) 
dated 10/02/2016. 

7. You shall not use the registration in any manner which contravenes the provisions of Bureau of Indian Standards 
Act, 2016 and relevant Rules and Regulations. . 



8. Upon expiry of validity, stoppage or sU5penslon or cancellation of registration, you shall discoñtinue forthwith 
the self dec/aration of conformity to the relevant Indian Standard(s) and withdraw all promotional imd advertising 
matter which contain5 any refer~nce thereto. 

9. As per your dec/aration, Mr. PRASHANT MISHRA, SENIOR EXECUTIVE-PRODUCT COMPLlANCE Is your authorized 
representative. Any intended change in the na me of the Indian representative ought to be brought to our notice 
immediately. 

10. It may be noted that for consideratlon of renewal of your registratlon, you shall have to apply to BIS at least 
one month in advance before explry of the validity perlod. Application Form for Renewal (FORM IX) is available 
on BIS web5ite. 

11. This letter 15 being iS5ued with the approval of competent authority. Kindly acknowledge recelpt of this letter. 

Thanking you, 

---=~- - -~ - -iW--

Scientist-C(Reg. Dep 
Telefax: +91-11-23230856 

E-mail: reglstration@bis.org.in 

-*;::_._-;;::---



Submission ID: 
Submission date: 
Hardware certification 
completion date: 
Company: . 

Product name: 

Category: 
Product type: 
Qualification level: 

Marketing names: 

Windows hardware certification report: Approved 

1645527 
3/26/2014 
3/26/2014 

MORPHO S.A. 

MorphoSmart 
Devlce 
Other Device 
Signature Only - Microsoft Windows XP famlly, x86 
Slgnature Only - Devlce - Compatible wlth Wlndows 7 
Slgnature Only - Device - Compatible wlth Wlndows 7 x64 
Slgnature Only - Wlndows Server 2008 Release 2 family, x64 
Slgnature Only - Devlce - Compatible wlth Wlndows 8 
Signature Only - Device - Compatible with Wlndows 8 x64 
Slgnature Only - Devlce - Compatible with Wlndows Server 2012 x64 
Slgnature Only - Devlce - Compatible wlth Wlndows 8.1 
Slgnature Only - Device - Compatible wlth Wlndows 8.1 x64 
Slgnature Only - Device - Compatible wlth Wlndows Server 2012 R2, x64 
N/A 

Addltlonal Information: 
Firmware version: 3.59 



., 

'qffif mcfi"R 

~ am: ~ sftei\[i¡<ill ~ 
~cl~lA<ill aiR ~ ID~j[i¡<ill fcr1WT 

"U'1<ill<ñ(u¡, ~ a2U ~ WIJUR f.1~'lIl{1<:¡ 

Tel. : +91 (11) 24363089 
+91 (11) 24301586 

Fax: +91 (11)24363083 

~cl~lACfEi f.¡qffi;¡, 6, W.'GÍt.añ. ifiTPiclCfEi, ~ ~-110 003 
GOVERNMENT OF INDIA 

MINIS1RY OF COMMUNICATIONS ANO INFORMATION TECHNOLOGY 
DEPARTMENT OF ELECTRONICS ANO INFORMATION TECHNOLOGY 
STANDARDISATION, TESTING & QUALlTY CERTIFICATION DIRECTORATE 
ELECTRONICS NIKETAN, 6, CGO COMPLEX, NEW DELHI-110 003 

~/No .................... .. 

UIDAI-BDCS-AUTH-SCL-FPS-64 

To, 

Saurabh PACHNANDA 
Smart Chip Pvt. Ltd. 

0-216, Sector-63 

Noida-201301 

Uttar Pradesh 

DearSir, 

~/Date ..................... . 

Date: 13th April 2016 

Sub: Testing of Morpho MSO 1300 E3 Authentication Single Fingerprint Scanner Device 

This is lo inform that testing of following mentioned device has been completed satisfactorily at STQC. 

Device Details: 

Brand/Make: Morpho 

Device Model No: MSO 1300 E3 
Sensor: CBM - E3 

Extractor: MorphoSoft Embedded version V9 

Certificate No: UIDAI-BDCS-AUTH-SCL-FPS-64 (Validity of 3 years from date of issue) 

The final certificate 15 under preparation and will be delivered to you shortly. 

Thanking you 
Sincerely yours, 

~I' ~,Y\"" 
C. S. Bisht 

(Sr. Director) 

qa,,""U • ~ .... ~ •• """~-.H 
'~ifí¡l~C'tI ,Ti '~'¡'¡I 1I1~lnr~ \iI1wr 

Department o! Electronlcs and IT 
'flR ~ ~oRT ~ ~ 
Mlnlatry of CornmunlcaUonI & IT 

trmr ~ I Govt. of India 
.1l4'lill\"_ I'tt~Jt11 EJaonIca NIUtan 
.... ~ •• ~ "iC Riia.f1Gii03 -(IlRiI)' 
11. e.G.o. CompIu. NrN DeJhl.110003 (lrda) 
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~ I Federal Office 
~B for Information Security 

Certification Report 

BSI-DSZ-CC-0790-2013 

for 

MorphoSmart Optic 301, Version 1.0 

from 

Safran Morpho 



~. .~ ¡.. 

. ' ... 

B81- Bundesamt für 8icherheit in der Informationstechnik, Postfach 20 03 63,0-53133 Bonn 
Phone +49 (0)228 99 9582-0, Fax +49 (0)228 9582-5477, Infoline +49 (0)228 99 9582-111 

Certification Report V1.0 CC-Zert-327 V4.71 



• 
I 

Bundesamt 
für Sicherheit in der 
Informationstechnik 

I 

:[ ..... 1. ______ D_e_u_t_sc_h_es_~ ___ I_T_-S_i_c_h_e_r_h_e_it_s_z_e_rt_i_fl_-k_a_t ______ .. __ _ 
L erteiltvom -W Bundesamtftir Sicherheitin derInformationstechnik 

BSI-DSZ-CC-0790-2013 

Fingerprint Spoof Detection System 

MorphoSmart Optic 301 
Version 1.0 

from 

PP Conformance: 

Functionality: 

Assurance: 

Safran Morpho 

Fingerprint Spoof Oetection Protection ProfiJe based on 
Organisational Security Policies (FSOPP _OSP), Version 
1.7,27 November 2009, BSI-CC-PP-0062-2010 

PP conformant 
Common Criteria Part 2 extended 

Common Criteria Part 3 conformant 
Assurance package as defined in the PP: 
AOV _ARC.1, AOV _FSP.2, ADV _ TOS.1, AGO_OPE.1, 
AGO_PRE.1, ALC_CMC.2, ALC_CMS.2, A LC_O EL. 1 , 
ALC_FLR.1, AS E_CCL.1 , ASE_ECO. 1 , ASE_INT.1, 
ASE_OBJ.2, ASE_REQ.2, ASE_SPO.1, ASE_ TSS.1, 
ATE_COV.1, ATE_FUN.1, ATEJNO.2 

Common Criteria 
Recognition 

Arrangement 

The IT product identified in this certificate has been evaluated at an approved evaluation facility using the 
Common Methodology for IT Security Evaluation (CEM), Version 3.1 extended by guidance specific for the 
technology of the product for conforman ce to the Common Criteria for IT Security Evaluation (CC), 
Version 3.1. 
This certificate applies only to the specific version and release of the product in its evaluated configuration 
and in conjunction with the complete Certification Report. 

The evaluation has been conducted in accordance with the provisions of the certification scheme of the 
German Federal Office for Information Security (BSI) and the conclusions of the evaluation facility in the 
evaluation technical report are consistent with the evidence adduced. 

This certificate is not an endorsement of the IT product by the Federal Office for Information Security or any 
other organisation that recognises or gives effect to this certificate, and no warranty of the IT product by the 
Federal Office for Information Security or any other organisation that recognises or gives effect to this 
certificate, is either expressed or implied. 

Bonn, 31 January 2013 

For the Federal Office for Information Security 

Bernd Kowalski L.S. 
Head of Department 

Bundesamt für Slcherheit in der Informatlonstechnlk 
Godesberger AIIee 185-189 - D-53175 Bonn - Postfach 20 03 63 - D-53133 Bonn 

Phone +49 (0)228 99 9582-0 - Fax +49 (0)228 9582-5477 -Infoline +49 (0)228 99 9582-111 
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BSI-DSZ-CC-0790-2013 Certiflcatlon Report 

Preliminary Remarks 

Under the BSIG1 Act, the· Federal Office for Information Security (BSI) has the task of 
issuing certificates for information technology product!? 

Certification of a product is carried out on the instigation of the vendor' or a distributor, 
hereinafter called the sponsor. ' '. . . . 

A part of the procedure is the technical examination (evaluation) ofthe product according 
to the security criteria published by the BSI or generally recognised security criteria. 

The evaluation is normally carried out by an evaluation facility recognised by the BSI or by 
BSI itself. 

The result of the certification procedure is the present Certification Report. This report 
contains among others the certificate (summarised assessment) and the detailed 
Certification Results. 

The Certification Results contain the technical description of the security functionality of 
the certified product, the details of the evaluation (strength and weaknesses) and 
instructions for the user. 

Act on the Federal Office for Inforrnation Security (BSI-Gesetz - BSIG) of 14 August 2009, 
Bundesgesetzblatt I p. 2821 
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A Certification 

1. Specifications of the Certification Procedure 
The certification body conducts the procedureaccording to the criteria laid down in the 
following: 

" . 
• BSIG

2 

• BSI Certification Ordinance~ 

• BSI Schedule of Costs4 

• Special decrees issued by the Bundesministerium des Innern (Federal Ministry of the 
Interior) , 

• DIN EN 45011 standard 

• BSI certification: Procedural Description (BSI 7125) [3] 

• Common Criteria for IT Security Evaluation (CC), Version 3~ 15 [1] 
, "1 • 

• Common Metho~.ology for IT Security Evaluation, Version 3.1 [2] 

• BSI certification: Application Notes and Interpretation of the Scheme (AIS) [4] 

2 Recognition Agreements 
In order to avoid multiple certification of the same product in different countries a mutual 
recognition ·of IT securitycertificates - as far as such certificates are based on ITSEC or 
CC - under certain conditions was agreed. 

2.1 European Recognition of ITSEC/CC - Certificates (SOGIS-MRA) 

The SOGIS-Mutual Recognition Agreement (SOGIS-MRA) Version 3 beca me effective in 
April 2010. It defines the recognition of certificates for IT-Products at a basic recognition 
leve I and in addition at higher recognition levels for IT-Products related to certain technical 
domains only. . . 

The basic recognition level includes Common Criteria (CC) Evaluation Assurance Levels 
EAL 1 to EAL4 and ITSEC Evaluatíon Assurance Levels E1 té E3 (basic). For higher 
recognition levels the technical domain Smart card and similar Devices has been defined. 
It includes assurance levels beyond EAL4 resp.E3 (basic). In Addition j certificates issued 
for Protection Profiles based on Common Criteria are part of the recognition agreement. 

2 

3 

5 

Act on the Federal Office for Inforrnation Security (BSI-Gesetz - BSIG) of 14 August 2009, 
Bundesgesetzblatt I p. 2821 

Ordinance on the Procedure for Issuance of a Certificate by the Federal Office for Information Security 
(BSI-Zertifizierungsverordnung, BSIZertV) of 07 July 1992, Bundesgesetzblatt I p. 1230 

~- _.~ -

Schedule of Cost for Official Procedures of the Bundesamt für Sicherheit in der Informationslechnik 
(BSI-Kostenverordnung, BSI-KostV) of 03 March 2005, Bundesgesetzblatt I p. 519 

Proclamation of the Bundesministerium des Innern of 12 February 2007 in the Bundesanzeiger dated 
23 February 2007, p. 3730 
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As of September 2011 the new agreement has been signed by the national bodies of 
Austria, Finland, France, Germany, Italy, The Netherlands, Norway, Spain, Sweden and 
the United Kingdom. Details on recognition and the history of the agreement can be found 
at https:llwww.bsLbund.delzertifizierung. 

The SOGIS-MRA logo printlad cm' the certificáte> indicates that it is' recognised under the 
terms of this agreement by t~e nations listed ~bove. 

2.2 International Recognition of CC - Certificates (CCRA) 

An arrangement (Common Criteria Recognition Arrangement) on the mutual recognition of 
certificates based on the CC Evaluation Assurance Levels up to and including EAL 4 has 
been signed in May 2000 (CCRA). It includes also the recognition of Protection, Profiles 
based on the CC. 

1, • .. . " 

As of September 2011 the arrangement has been signed by the national bqdies of: 
Australia, Austria, Canada, Czech Republic, Denmark, Finland, France, Germany, Greece, 
Hungary, India, Israel, Italy, Japan, Republic of Korea, Malaysia, The Netherlands, New 
Zealand, Norway, Pakistan, Republic of Singapore, Spain, Sweden, Turkey, United 
Kingdom, United States of Am~rica. The current list of signatqry nations and approved 
certification schemes can be seen on the website: http://www.commonCriteriaportaJ:org. 

The Common Criteria Recognition Arrangement logo printed cmth~ certificate indicates 
that this certification is recognised under the terms of this agreement by the nations listed 
above. 

3 Peñormance of Eval""ation and Certification 
The certification body monitors each individual evaluation to ensure a uniform procedure, a 
uniform interpretation of the criteria and uniform ratings. 

The product MorphoSmart Optic 301, Version 1.0 has undergone the certification 
procedure at BS!. . ' .,' , 

The evaluation of the product MorphoSmart Optic 301, Version 1.0 was conducted by TOV 
Informationstechnik GmbH. The evalyatiOll was completed on 31 January 2013. The TOV 
Informationstechnik GmbHis an evaluation facility (ITSEF)6 recognised by the certification 
body of BS!. 

For this certification procedure the sponsor an,d applicant is: Safran Morpho. . . . . . 

The product was developedby: Safran Morpho. , J 

The cer1ificatiÓn, is concluded with the' comparability check and the production of this 
Certification Report. This wo'rk was completed by the BS!. . . . . 

6 Information Technology Security Evaluation Facility 
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4 Validity of the Certification Result 
This Certification Report only applies to the version of the product as indicated. The 
confirmed assurance package is only valid on the condition that 

• all stipulations regarding generation, configuration and operation, as given in the 
following report, are observed, 

• the product is operated in the environment described, as specified in the following report 
and in the Security Target. 

For the meaning of the assurance levels please refer to the excerpts from the criteria at 
the end of the Certification Report. 

The Certificate issued confirms the assurance of the product claimed in the Security Target 
at the date of certification. As attack methods evolve over time, the resistance of the 
certified version of the product against new attack methods needs to be re-assessed. 
Therefore, the sponsor should apply for the certified product being monitored within the 
assurance continuity program of the SSI Certification Scheme (e.g. by a re-certification). 
Specifically, if results of the certification are used in subsequent evaluation and certification 
procedures, in a system integration process or if a user's risk management needs regularly 
updated results, it is recommended to perform a re-assessment on a regular e.g. annual 
basis. 

5 Publication 
The product MorphoSmart Optic 301, Version 1.0 has been included in the SSI list of 
certified products, which is published regularly (se e also Internet: https://www.bsLbund.de 
and [5]). Further information can be obtained from SSI-Infoline +49 228 9582-111. 

Further copies of this Certification Report can be requested from the developer7 of the 
product. The Certification Report may also be obtained in electronic form at the internet 
address stated above. 

7 Safran Morpho 
11 boulevard Galliéni 
92130 ISSY LES MOULlNEAUX 
France 
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B Certification Results 

The following results represent a summary of 

• the Security Target of the sponsor for the Target of Evaluation, 

• the r~levant evaluation results from the evaluation facility, and 

• complementary notes and stipulations of the certification body. 

- ----.;.-_ ... - --
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1 Executive Summary 
The Target of Evaluation (TOE) is the MorphoSmart Optic (MSO) 301, Version 1.0. 

The MorphoSmart Optic (MSO) 301, Version 1.0 is a high end fingerprint optical scanner, 
offering a large capture surface. It covers a wide range of applications: enrollment, 
authentication and identification (using an internal database capabletó store up to 5000 
users) in industrial/commercial and governmental environments. It integrates a patented 
technology from Morpho which enables the detection of fake fingers. 

The TOE is a system that provides fingerprint spoof detection as part of a biometric system 
for fingerprint recognition. The TOE has a hardware part which is the capture device and a 
software part which is the spoof detection module. The TOE determines whether a 
fingerprint presented to the biometric system is genuine or spoofed. 

For this purpose the spoof detection system acquires spoofing evidences for a presented 
fingerprint using sensors. These sensors are part of the capture device that is used to 
capture the biometric sample of the fingerprint. 

The fingerprint spoof detection forms the main security functionality covered by the 
certification. Beside the fingerprint spoof detection functionality, the TOE implements 
management functionality to modify security relevant parameters, audit functionality for 
security relevant events and protection of residual and security relevant data. Biometric 
verification is out of scope of the certification. 

The Security Target [6] is the basis for this certification. It is based on the certified 
Protection Profile Fingerprint Spoof Detection Protection Profile based on Organisational 
Security Policies (FSDPP _OSP), Version 1.7,27 November 2009, BSI-CC-PP-0062-2010 
[7]. 

The TOE security assurance requirements (SAR) are based entirely on the assurance 
components defined in Part 3 ofthe Common Criteria (see part C or [1], Part 3 for details). 
The TOE meets the assurance requirements ADV _ARC.1, ADV _FSP.2, ADV _ TDS.1, 
AGD_OPE.1, AG D_PR E. 1 , ALC_CMC.2, ALC_CMS.2, ALC_DEL.1, ALC_FLR.1, 
AS E_CC L. 1 , ASE_ECD.1, ASE_INT.1, ASE_OBJ.2, ASE_REQ.2, ASE_SPD.1, 
ASE_ TSS.1, ATE_COV.1, ATE_FUN.1, ATE_IND.2 as defined in the claimed Protection 
Profile. 

The TOE security functional requirements (SFR) relevant for the TOE are outlined in the 
Security Target [6] and [17], chapter 6.1 to 6.4. They are selected from Common Criteria 
Part 2 and one of them is newly defined. Thus the TOE is CC Part 2 extended. 

The TOE security functional requirements are implemented by the following TOE security 
functions: 

TOE security functions Addressed issue 

TSF _FFD - Fake Finger Detection Detection of spoofed fingerprints and secure deletion 
of sensitive information 

TSF _MANAGEMENT - Security Management Sending an individual security level value to the 
TSF _FFD for each use of the TSF _FFD and checking 
if the value is in the accepted range 

TSF _AUDIT - Security Audit Generation Generation of audit records for every use of the 
security functions 

Table 1: TOE Security Functions 
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For more details please refer to the Security Target [6] and [17], chapter 7. 

The assets to be protected by the TOE are defined in the Security Target [6] and [17], 
chapter 3.2. Based on these assets the TOE security problem is defined in terms of 
assumptions and organisational security policies. This is outlined in the Security Target [6] 
and [17], chapter 3.3 and 3.5. 

This certification covers the following configuration of the TOE: 

The only valid version of the TOE is MorphoSmart Optic (MSO) 301, Version 1.0 and 
firmware version 11.00.m-c .. 

The administrator of the TOE has to pass a value for the parameter "Security Level" with 
each command (enrol, verify, identify, modify user data fields, enrole OTP user, generate 
OTP) where the spoof detection meachnism is used. The only valid value of the parameter 
"Security Leve!" in the certified configuration is "High". 

The vulnerability assessment results as stated within this certificate do not inelude a rating 
for those cryptographic algorithms and their implementation suitable for encryption and . 
decryption (see BSIG Section 9, Para. 4, Clause 2). 

The certification results only apply to the version of the product indicated in the certificate 
and on the condition that all the stipulations are kept as detailed in this Certification 
Report. This certificate is not an endorsement of the IT product by the Federal Office for 
Information Security (BSI) or any other organisation that recognises or gives effect to this 
certificate, and no warranty of the IT product by BSI or any other organi~ation that 
recognises or gives effect to this certificate, is either expressed or implied. 

2 Identification of the TOE 
The Target of Evaluation (TOE) is called: 

MorphoSmart Optic 301, Version 1.0 

The following table outlines the TOE deliverables: 

No Type Identifier Release Form of Delivery 

1 HW/SW MorphoSmart Optic (MSO) 301 Version 1.0 HW 
(including firmware version 11.00.m-c) 

2 DOC MSO 301- GUIDES [13] Version 12 Printed document 

2012-09-18 

3 DOC MorphoSmart Programmer's Guide [14] for Version 6.3 of the Printed document 
. :~ - -~ .. ':-~'::-::'-~~.!-. ...- ~---- -- MorphoSmart SDK -- __ ::: _7 ~_ ... 

- - -'- -- -~- - -~~ y'-. 

2012-02 -- :::=-+;._.~-=.:;-~ ---:-:-_;!"-= -

4 DOC MorphoSmart Host System Interface [15] Version 3.3 Printed document 

2011-09 

5 DOC Morpho Biometric Terminals Finger Version 1 Printed document 
Positioning Recommendations [16] 2011-04 

Table 2: Deliverables of the TOE 

Thedeliverycontent is described in a releas!=! sheet Jlhich is send to the customer with 
seperate post. If the delivery content is not exactly what is described in this sheet; the 
administrator must contact Safran Morpho (refer to [13] §7.3). 
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During the power on, thé MSO 301 checks its firmware and hardware parts. If any error 
occurs, the MSQ will switch to the "End of life" mode (refer to paragraph [13] §6.2). 

The command ILV_SECU_GET_CONFIG (refer to [13] §5.1.4.8) provides the MSO serial 
number: The administrator must check that the serial number of the' received MSO 301 is 
the same than the serial number in the associated release sheet. If serial númbers are 
different, the administrator must contact Safrc:m Morpho (refer to [13] 7.3). 

To get the· TOE version, the 'administrator has to send the command 
ILV_GET_DESCRIPTOR with the following input parameter: ID_FORMAT_BIN_VERSION. 
This command is described .in [15], chapter ILV Commands Description: 

The firmware version must be 11.00.m-c. 

The TOE identifier associated fo this firmware version is: MorphoSmart Optic 301, Version 
1.0. -, 

3 Seeurity Poliey ~ '. . , 

The security policy is expressed by the set of security functional requirements and 
implen:'ented by the TOE.lt covers the followingissues: -

• Spoof detection: The TOE shall be able to detect whether a presented fingerprint is 
spoofed or genuine. 

• Residuallnformation Protection: The TOE shall ensure that no residual or unprotected 
security relevant data remain in memo'ry after operations are completed. " 

• Security management: The TOE shall provide the necessary management functionality 
for the modification of security relevant parameters for TOE administrators~-'Only secure 
values shall be used for such parameters. 

• Security audit: The TOE shall record security-relevant events. 

4 Assumptions and Clarifieation of Seo pe 
The assumptions defined in, the Security Target and sorne aspects of organisational 
security policies are not covered by the TOE itself. These aspects lead to specific security 
objectives to be fulfilled by, the TOE environment. The following topics are of relevance: 
Well trained and non hostile administrators, physical protection against unauthorized 
access or modification, secure TOE platform providing necessary services (Le. 
administrator identification and· authentication, access control: secure -communication, 
secure storage and review of audit information, reliable time stamps and protection against 
malware) and thebiometric verification mechanism that is protected by the security 
functionality of the TOE. Details can be found in the Security Target [6] and [17], chapter 
4.2. 
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5 Architecturallnformation 
The TOE consists of the following subsystems: 
Camera and APls, Electrodes and APls, Audit, Security, Acquisition, Fake Finger 
Detection, MSO Services and Biometric System. 

The Camera and APls subsystem comprises the camera used to capture the finger image 
and its associated APls to use it. ' 

The Electrodes and APls subsystem comprises the electrodes used to check the finger 
impedance and their associated APls to use them. 

The Audit subsystem is responsible for managing the audit functionality of the TOE, Le. the 
creation of the log. 

The Security subsystem ensures that there is no residual information in the TOE. 

The Acquisition subsystem retrieves the image from the Camera and API subsystem. 
Furthermore, it is responsible for checking that something is present on the sensor and is 
stable. 

The Fake Finger Detection subsystem analyzes the finger impedance captured by the 
Electrodes and APls subsystem. It decides whether the presented pingerprint is spoofed or 
genuine. 

," . .' 

The MSO Services subsystem represents a software layer to use the USB service protocol 
of the MSO 301 device. 

The Biometric System subsystem accomplishes the matching process which is not part of 
the certified functionality. > 

AII subsystems have been declared as SFR-enforcing subsystems, except MSO Services 
which is declared as SFR-supporting and Biometric System which is' declared as SFR­
non-interfering. 

6 . Documentation 
The evaluated documentation as outlined in table 2 is being provided with the product to 
the customer. This documentation contains the required information for secure usage of 
the TOE in accordance with the Security Target. . 

Additional obligations and notes for secure usage of the TOE as outlined in chapter 10 of 
this r~port have to be followed~ > > • 

- - -- - "-- - -- -- • ---;- T'" ---~_.- --- --- - ----.::. ~- :- ---- - -~ - --- - - -- -------;..:. ------.,;!.;........ ----- ~ -
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7 IT Product Testing 

7.1 TOE Test Configuration 

AII developer's and evaluator's tests in the context of the evaluation have been conducted 
using the final version of the TOE (version 1.0). Regardless of whether manual or 
automatic tests were performed, the following software configuration. in the TOE 
environment was in place: 

• Operating System: Windows 7,32 Bit 

• SDK: SDK MSO 6.3.1.0 

The developer used the following hardware for automated and manual testing : . 

• Intel® Core 2 Duo CPU 2.93'GHz 3.50 GB of RAM with USB port 

The hardware satisfies the requirements made by the ~T and the gu.idance 
documentation. 

7.2 : Functional Developer Testing 

Testing Approach 

The dE?veloper us~d the f~lIowing, test tools and materials for different aspects of the 
testing activities. The following list ·gives an overview about the used tools and their 
purpose or field of application: .', 

• MSO _Demo: Tool for the testing of SDK functionalitY I implicit testing of TOE 
functionality 

... -- ,' ... 
• ILV _Scripter: Tool for testing the interface E.API 

• Fake materials (Playdoh, latex, Window Color, white silicon, transparent silicon, candle 
wax, white glue, gelatine, foil, photocopy, wood glue, Micro Krystal Klear, potato): The 
materials were used to create fake fingers to test the spoof detection func~ionality of the . 
TOE. ' . 

A test case conducted with the fÍrst two test toolsth~reby consi~t~ of s~verai test steps 
which are executed sequentially and which results are compared to theexpected results. 
Only if all checks of all test steps are successful, the corresponding test case passes~ 

The te~ting of the spo~f detection functionality (a~cording to FPT .... SPOD.1) was condude'd 
by creating fake fingers from different materials (see list aboye). In total, the developer 
created 142 fakes and applied each fake 10 times to the TOE. 

AII in all, the developer tested the TOE systematically at the level of TSFI as given in the 
functional specification. The developer thereby followed the strategy to cover all TSFI. 
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Test results 

The developer's testing effort has been proven sufficient to demonstrate that the TOE 
security functions perform as specified. 

The spoof detection test results showed that no fake finger was detected as a real finger in 
each attempt. 

Overall the TSF have been tested systematicallyagainst the Security Target and the 
functional specification. The tests results demonstrate that no discrepancy between the 
TOE behaviour and the TOE specification has been found. ., 

7.3 Independant Evaluator Testing 

Testing approach 

The evaluator repeated 2 manual and 8 automatic developer tests in order to verify the 
adequateness of the tests using the different test tools MSO_DEMO and ILV_SCRIPTER 
used by the developer. 

The evaluator further developed a set of own manual test cases for functional testing. 
Thereby he had chosen the approach to cover TSF from all the functional areas of the 
TOE (spoof detection, audit and management). This approach extends the one used for 
the developer tests. Full TSFI coverage is provided in both approaches since all TSFI are 
relevant for all test cases. The evaluator devised and performed 2 functional tests and 2 
other tests. 

For fake testing the evaluator created 51 fakes of various materials. The evaluator carried 
out 535 attempts to spoof the TOE with these fakes. 

AII TSFI (E.CAMERA, E.ELECTRODES, E.API) were used for testing of SFR-relevant 
behavior during evaluation body testing. . 

Test results 

The spoof detection test results showed that no fake finger was detected as a real finger in 
each attempt. 

The overall judgment on the results of independent testing consisting of developer test 
repetition (sampling), TSF subset and TSFI testing and other testing is that the TOE 
security functionality and TSFI are successfully tested and actually 'have the effects as 
specified. 

8 Evaluated .Configuration ~ ~ ~ 

This certification covers the following configuration of the TOE: 

The only valid version of the TOE is MorphoSmart Optic (MSO) 301 in Version 1.0 and the 
firmware version 11.00.m-c. 

The administrator of the TOE has to pass a value for the parameter "Security Level" with 
each command (enrol, verify, identify, modify user data fields, enrole OTP 'user, gemerate 
OTP) where the spoof detection meachnism is used.· The only valid value of the parameter 
"Security Level" in the certified configurationis "High". ~-. _. - - - --
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9' Results of the Evaluation 

9.1 ,CC specific results 
" 

The Evaluation Technical Report (ETR) [8] was provided by the ITSEF according to the 
Common Criteria [1], the Methodology [2], the requirements of the Scheme [3] and all 
interpretations and guidelines of the Scheme (AIS) [41 as relevant for the TOE. . ' . 
The Evaluation Methodology CEM [2] was used. 

The following guidance specific for the technology was used: 

(i) Fingerprint Spoof Detection Evaluation Guidance (FSDEG) [9] 

(ii) Finger Fake Toolbox for Common Criteria evaluations - Developer Overview [10.] 

(iii) TOViT Toolbox documentation [11] 

As a result of the evaluation the verdict PASS is confirmed for the following assurance 
components: 

• The components ADV _ARC.1 , ADV ~FSP.2, ADV _ TDS.1, AGD _ OPE.1, AGD _PRE.1 , 
ALC CMC.2, ALC CMS.2, ALe DEL.1, ALC FLR.1, ASE CCL.1, ASE ECD.1, 
ASE-INT:1,ASE OBJ.2,ASE REO.2,ASE SPD.1,ASE TSS.1,ATE COV.1, 
ATE'=:-FUN.1, AT(.IND.2 - ., - -.-
as defined in the claimed Protection Profile for this TOE certification and defined in the 
CC (see also part C of this report) 

The evaluation has confirmed: 

• PP Conformance: 
Fingerprint Spoof Detection Protection Profile based on Organisational Security 
Policies (FSDPP _OSP), Version 1.7,27 November 20.0.9, BSI-CC-PP-o.o.62-2o.1o. [10.] 

• for the Functionality: . 
PP conformant 
Common Criteria Part 2 extended 

, . ' 

• for the Assurance: 
Common Criteria Part 3 conformant 
Assurance package as defined in the PP: 
ADV _ARC.1 , ADV _FSP.2, ADV _ TDS.1 , AGD _ OPE.1, AGD _PRE.1 , ALC _ CMC.2, 
ALC CMS.2, ALC DEL.1, ALC FLR.1, ASE CCL.1, ASE. ECD.1 , ASE INT.1, 
AS(~OBJ.2, ASE-=:-REO.2, AS(:.SPD.1, ASE-=-TSS.1, ATE=COV.1: AT(}UN.1, 
ATE_IND.2 

The results of the evaluation are only applicable to the TOE as defined in chapter 2 and 
the configuration as outlined in chapter 8 aboye. 

9.2 Results of cryptographic ~ssessment .. 
The TOE does not inelude cryptoalgorithms. Thus, no such mechanisms were part of the 
assessment. 
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10 Obligations and Notes for the Usage of the TOE 
The documents as outlined in table 2 contain necessary information about the usage of the 
TOE and all security hints therein have to be considered. In addition all aspects of 
assumptions and OSPs as outlined in the Security Target not covered by the TOE itself 
need to be fulfilled by the operational environment of the TOE. 

. . 

11 Security Target 
For the purpose of publishing, the Security Target [17] of the Target of Evaluation (TOE) is 
provided within a separate document as Annex A of this reporto It is a sanitised version of 
the complete Security Target [6] used for the evaluation performed. Sanitisation was 
performed according to the rules as outlined in the relevant CCRA policy (se e AIS 35 [4]). 

12 Definitions 

12.1 Acronyms 

AIS Application Notes and Interpretations of the Scheme 

API Application Programming Interface ' 

SSI Bundesamt für Sicherheit in der Informationstechnik I Federal Office for 
Information Security, Bonn, Germany 

SSIG BSI-Gesetz I Act on the Federal Office for Information Security 

CCRA 

CC 

CEM 

EAL 

ETR 

Common Criteria Recognition Arrangement 

Common Criteria for IT Security Evaluation 

Common Methodology for Information Technology Security Evaluation 

Evaluation Assurance Level 

Evaluation Technical Report 

FSDEG Fingerprint Spoof Detection Evaluation Guidance 

FSDPP _OSPFingerprint Spoof Detection Protection Profile based on OSPs 

IT Information Technology 

ITSEF Information Technology Security Evaluation Facility 

MSO MorphoSmart Optic 

OTP One Time Password 

PP Protection Profile 

SAR Security Assurance Requirement 

SDK Software Development Kid 

SFP Security Function Policy 

SFR Security Functional Requirement 

ST Security Target 
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TOE Target of Evaluation 

TSF TOE Security Functionality 

1'2.2Glossary 

Augmentation - The addition of one or more requirement(s) to a package. 
-. . . 

Extension - The addition to an ST or PP of functional requirements not contained in part 2 
and/or assurance requirements not contained in part 3 of the CC: 

Formal - Expressed in a restricted syntax language with defined semi:mtics based on weH­
established mathematical concepts.. ". 

Informal - Expressed in naturallangu'age. '. ' 

Object ;. An passive entity in the TOE, that contains or receives information, and upon 
which subjects perform operations. 

Protection Profile - An implementation-independent statement of security needs for, a 
TOE type. 

Security Target - An implementation-dependent statement of security needs for a specific 
identified TOE. 

Semiformal - Expressed in a restricted syntax language with defined sernantics. 

Subject - An active entity in the TOE that performs op~rations on objects. 

Target of Evaluation - A set of software, firmware and/or hardware possibly accompanied 
by guidance. 

TOE Security Functionality - combined functionality of aH hardware, software, anQ 
firmware of a TOE that must be relied upon for the correct enforcement of the SFRs 

M • , 0._ 
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C Excerpts from the Criteria 

cc Part1: 

Conformance Claim (chapter 10.4) 
"The conformance claim indicates the source of the collection of requirements that is met 
by a PP or ST that passes its evaluation. This conformance claim contains a CC 
conformance claim that: 

• describes the version of the CC to which the PP or ST claims conformance. 

• describes the conformance to CC Part 2 (s~curity functional requirements) as either: 
- CC Part 2 conformant - A PP or ST is CC Part 2 conformant if all SFRs in that 

PP or ST are based only upon functional compone~ts in CC Part 2, or 

- CC Part 2 extended - A PP or ST is CC Part 2 extended if at least one SFR in 
that PP or ST is not based upon functional components in CC Part 2. 

• describes the conformance to CC Part 3 (security assurance requirements) as either: 

- CC Part 3 conformant - A PP or ST is CC Part 3 conformant if all SARs in that 
PP or ST are based only upon assurance components in CC Part 3, or 

- CC Part 3 extended - A PP or ST is CC Part 3 extended if at least one SAR in 
that PP or ST is not based upon assurance components in CC Part 3. 

Additionally, the conformance claim may include a statement made with respect to 
packages, in which case it consists of one of the following: 

• package na me Conformant - A PP or ST is conformant to a pre-defined package 
,(e.g. EAL) if: 

- the SFRs of that PP or ST are identical to the SFRs in the package, or 

- the SARs of that PP or ST are identical to the SARs in the package. 

• Package na me Augmented - A PP or ST is an augmentation of a predefined package 
if: 

- the SFRs of that PP or ST contain all SFRs in the package, but have at least 
one additional SFR or one SFR that is hierarchically higher than an SFR in the 
package. 

- the SARs of that PP or ST contain all SARs in the package, but have at least 
one additional SAR or one SAR that is hierarchically higher than an SAR in the 
package. 

Note that when a TOE is successfully evaluated to a given ST, any conformance claims of 
the ST also hold for the TOE. A TOE can therefore also be e.g. CC Part 2 conformant. 
Finally, the conformance claim may also include two statements with respect to Protection 
Profiles: 
• PP Conformant - A PP or TOE meets specific PP(s), which are listed as part of the 

conformance result. 

• Conformance Statement (Only for PPs) - This statement describes the manner in 
which PPsor~STs must conform to this PP: strict or demonstrable. For more 
information on this Conformance Statement, see Annex D." 
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ce Part 3: 

Class APE: Protection Profile evaluation (chapter 10) 

"Evaluating a PP is required to demonstrate that the PP is sound and internally consistent, 
and, if the PP is based on one or more other PPs or on packages, that the PP is a correct 
instantiation of these PPs and packages. These properties are necessary for the PP to be 
suitable for use as the basis for writing an ST or another PP. . . 

Assurance Class Assurance Components . -

Class APE: Protection APE_INT.1 PP introduction 

Profile evaluation 
APE CCL.1 Conformance claims .' 

- < 

. ., . 
APE_SPD.1 Security 'problem definition 

. 

APE_<?BJ.1 Security objectives for' the operatipnal environment 
APE_OBJ.2 Security objectives " , 

A~E_~CD.1 Extended components definition .. 

. APE_REQ.1 Stated security requirements o.' 
" 

APE_REQ.2 Derived security requirements , 

APE: Protection Profile evaluation class decomposition" 

Class ASE: Security Target evaluation (chapter 11) . 

"Evaluating an ST is required to demonstrate that' the ST is sound and internally 
consistent, and, if the ST is based on one or more PPs or páckages; that the ST is a 
correct instantiation of these PPs and packages. These properties are necessaryfor the 
ST to be suitable for use as the basis for a TOE evaluation:" 

", . " 
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Assurance Class Assurance Components " . 

Class ASE: Security ASE_INT.1 ST introduction 

Target evaluation ," 
ASE_CCL.1 Conforman ce cl?lims 

ASE_SPD.1 Security problem definition 

ASE_OBJ.1 Security objectives fOr the operational environment 
ASE_OBJ.2 Security objectives 

ASE_ECD.1 Extendedcomponents definition 

ASE_REQ.1 Stated security requirements 
ASE_REQ.2 Derived security requirements 

AS E_ TSS.1 TOE summary specification 
ASE_TSS.2 TOE summary specification with architectural design 
summary 

ASE: Security Target evaluation class decomposition 

Security assurance components (chapter 7) 

"The following Sections describe the constructs used in representing the assurance 
classes, families, and components." 
"Each assurance class contains at least one assurance family." 
"Each assurance family contains one or more assurance components." 

The following table shows the assurance class decomposition. 

Assurance Class Assurance Components 

ADV: Development ADV_ARC.1 Security architecture description 

ADV _FSP.1 Basic functional specification 
ADV _FSP.2 Security-enforcing functional specification 
ADV _FSP.3 Functional specification with complete summary 
ADV _FSP.4 Complete functional specification 
ADV _FSP.5 Complete semi-formal functional specification with 
additional error information 
ADV _FSP.6 Complete semi-formal functional specification with 
additional formal specification 

ADV . .JMP.1 ImplementatiqlJ. ~~PJE~sentatio~ of the TSF 
-ADV _IMP.2 Implementation of the TSF- o." ~~-" --

ADV _INT.1 Well-structured subset of TSF intemals 
ADV_INT.2 Well-structured internals 
ADV_INT.3 Minimally complex intemals 

ADV _SPM.1 Formal TOE security policy model 

ADV _ TDS.1 Basic design 
ADV _ TDS.2 Architectural design 
ADV _ TDS.3 Basic modulardesign 
ADV _ TDS.4 Semiformal modular design 
ADV_TDS.5 Complete semiformal modular design 
ADV _ TDS.6 Complete semiformal modular design with formal high-
level design presentation 
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Assurance Class Assurance Components 

AGD: AGD OPE.1 Operational user guidance 

Guidance documents AGD PRE.1 Preparative procedures 

ALC: Life cycle support ALC_CMC.1 Labelling oftheTOE 
ALC_CMC.2 Use of a CM system 
ALC..:..CMC.3 Authorisation controls 
ALC_CMC.4 Production support, acceptance procedures and 
automation 
ALC CMC.5 Advanced support 

ALC_CMS.1 TOE CM coverage 
ALC_CMS.2 Parts ofthe TOE CM coverage 
ALC_CMS.3Implementation representation CM coverage 
ALC_CMS.4 Problem tracking CM coverage 
ALC CMS.5 Development tools CM coverage 

. ALC DEL.1 Delivery procedures 

ALC_DVS.1 Identification of security measures 
ALC DVS.2 Sufficiency of security measures 

ALC_FLR.1 Basic flaw remediation 
ALC_FLR.2 Flaw reporting procedures 
ALC FLR.3 Systematic flaw remediation 

ALC_LCD.1 Developer defined life-cycle model 
ALC LCD.2 Measurable life-cycle model 

ALC_ TAT.1 Well-defined development tools 
ALC_TAT.2 Compliance with implementation standards 
ALC TAT.3 Compliance with implementation standards - all parts 

ATE: Tests ATE_COV.1 Evidence of coverage 
ATE_COV.2 Analysis of coverage 
ATE_COV.3 Rigorous analysis of coverage 

ATE_DPT.1 Testing: basic design 
ATE_DPT.2 Testing: security enforcing modules 
ATE_DPT.3 Testing: modular design 
ATE_DPr.4 Testing: implementation representation 

ATE_FUN.1 Functional testing 
ATE_FUN.2 Ordered functional testing 

ATE_IND.1 Independent testing - conformance 
ATE_IND.2 Independent testing - sample 
ATE_IND.3 Independent testing - complete 

AVA: Vulnerability AVA_ VAN.1 Vulnerability survey 
assessment AVA_ VAN.2 Vulnerability analysis 

AVA_ VAN.3 Focused vulnerability analysis 
AVA_ VAN.4 Methodical vulnerability analysis 
AVA VAN.5 Advanced methodical vulnerability analysis 

Assurance class decomposition 
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Evaluation assurance levels (chapter 8) 
, . 

"The Evaluation Assurance Levels (EALs) provide an increasing scale that balances the 
level of assurance obtained with the cost and feasibility of acquiring that degree of 
assurance. The CC approach identifies the separate concepts of assurance in a TOE at 
the end of the evaluation, and of maintenance of that assurance during the operational use 
ofthe TOE. ' 

It is important to note that not all families and components from CC Part 3 are included in 
the EALs. This is not to say that these do not provide meaningful and desirable 
assurances. Instead, it is expected that these families and components will be considered 
for augmentation of an EAL in those PPs and STs for which they provide utility." 

Evaluation assurance level (EAL) overview (chapter 8.1) 

"Table 1 represents a summary of the EALs. The columns represent a hierarchically 
ordered set of EALs, while the rows represent assurance families. Each number in the 
resulting matrix identifies a specific assurance component where applicable. 

As outlined in the next Section, seven hierarchically ordered evaluation assurance levels 
are defined in the CC for the rating of a TOE's assurance. They are hierarchically ordered 
inasmuch as each EAL represents more assurance than all lower EALs. The increase in 
assurance from EAL to EAL is accomplished by substitution of a hierarchically higher 
assurance component from the same assurance family (Le. increasing rigour, scope, 
and/or depth) and from the addition of assurance components from other assurance 
families (Le. adding new requirements). 

These EALs consist of an appropriate combination of assurance components as described 
in Chapter 7 of this CC Part 3. More precisely, each EAL ineludes no more than one 
component of each assurance family and all assurance dependenCies of every component 
are addressed. 

While the EALs are defined in the CC, it is possible to represént other combinations of 
assurance. Specifically, the notion of "augmentation" allows the addition of assurance 
components (from assurance families not already included in the EAL) or the substitution 
of assurance components (with another hierarchically higher assurance component in the 
same assurance family) to an EAL. Of the assurance constructs defined in the CC, only 
EALs may be augmented. The' notion of an "EAL minus a constituent assurance 
component" is not recognised by the standard as a valid claim. Augmentation carries with 
it the obligation on the part of the elaimant to justify the utility and added value of the 
added assurahce component to the EAL. AnEAL may also_be augmented with extended 
assurance requirements. 
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Assurance Assurance Components by 
Family Evaluation Assurance Level 

EAL1 EAL2 EAL3 EAL4 EAL5 'EAL6 EAL7 

ADV ARC 1 1 1 1 1 1 

ADV FSP 1 2 3 4 5 5 6 

ADV IMP 1 1 2 2 

ADV INT 2 3 3 

ADV SPM 1 1 

ADV TDS 1 2 3 4 5 6 

AGD OPE ,1 1 ' 1 ,1 1 1 1 

AGD PRE 1 1 1 1 1 1 1 

ALC CMC 1 '2 3 4 " 4 5 5 

ALC CMS 1 2 3 4 5 5 5 

ALC DEL 1 1 ' l' 1 1 1 

ALC DVS 1 1 1 2 2 

ALC FLR 

ALC LCD 1 1 1 1 2 
'> 

ALC TAT 1 2 3 3 

ASE_CCL 1 1 , 1 1, 1 1 1 
, 

ASE_ECD 1 1 1 1 1 1 1 

A$E_INT, 1 1 1 1 1 1 1 
, 

AS E_O BJ, 1 2 2 ~ 2 2 2 

ASR_REQ 1 2 2 2 2 2 2 

" 

ASE_SPD 1 1 1 . " 1 1 1 
" .. 

" 

. ASE_TSS 1 1 1 1 1 1 1 , 

ATE_COV'; 1 2 . 2,' 2 3 • . 3 . :, -

. ' , 
ATE_DPT 1 1 3 ; ,3 •. 4 oO' 

. , 
ATEj=UN 1 1 1 

. 
1 2 2',_ 

ATE_IND 1 2 2 2 
2 . , 

2 3 

AVA_VAN 1 2 2 3 4 5 5 

Table 1: Evaluation assurance level summary" 
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Evaluation a,ssurance level1 (EAL 1) - functionally tested (chapter 8.3) 

"Objectives 

Certification Report 

EAL 1 is applicable where sorne confidence in correct operation is required, but the threats 
to security are not viewed as serious. It will be of value where independent assurance is 
required to support the contention that due care has been exercised with respect to the 
protection of personal or similar information .. 

EAL 1 requires only a limited security target. It is sufficient to simply state the SFRs that the 
TOE must meet, rather than deriving them from threats, OSPs and assumptions through 
security objectives .. 

EAL 1 provides an evaluation of the TOE as made available to the customer, including 
independent testing against a specification, and an examination of the guidance 
documentation provided. It is intended that an EAL 1 evaluation could be successfully 
conducted without assistance from the developer of the TOE, and for minimal outlay. 

An evaluation at this level should provide evidence that the TOE functions in a manner 
consistent with its documentation." 

Evaluation assurance level 2 (EAL2) - structurally tested (chapter 8.4) 

"Objectives 

EAL2 requires the co-operation of the developer in terms of the' delivery of design 
information and test results, but should not demand more effort on the part of the 
developer than is consistent with good commercial practise. As such it should not require a' 
substantially increased investment of cost or time. 

EAL2 is therefore applicable in those circumstances where developers or users require a 
low to moderate level of independently assured security in the absence of ready 
availabilitY of the complete development record. Such a situation may arise when securing 
legacy systems, or where access to the developer may be limited." 

Evaluation assurance level3 (E~L3) - methodically tested and checked (chapter 8.5) 

"Objectives 

EAL3 permits a conscientious developer to gain maximum assurance from positive 
security engineering at the design stage without substantial alteration of existing sound 
development practises. . . 

EAL3 is applicable in those circumstances where developers or users require a moderate 
level of independently assured security, and require a thorough investigation of the TOE 
and its development without substantial re-engineering." 
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, 
Evaluation assurance level4 (EAL4) - methodically designed, tested, and reviewed 
(chapter 8.6) 

"Objectives 

EAL4 permits a developer to gain maximum assurance from positive security engineering 
based on good commercial development practises which, thoughrigorous, do not require 
substantial specialist knowledge, skills, and other resources. EAL4 is the highest level al 
which it is Iikely to be economically feasible to retrofit to an existing product line. 

EAL4 is therefore applicable in those circumstances where developers or users require a 
moderate to high level of independently assured security in conventional commodity TOEs 
and are prepared to incur additional security-specific engineering costs." 

Evaluation assurance level5 (EAL5) - semiformally designed and tested (chapter 8.7) 

"Objectives 

EAL5 permits a developer to gain maximum assurance from security engineering based 
upon rigorous commercial development practises supported by moderate applicatiori of 
specialist security engineering techniques. Such a TOE will probably be designed and 
developed with th'e intenf of achieving EAL5 assurance. It is likely that the additional costs 
attributable to the EAL5 requirements, relative to rigorous development without the 
application of specialised techniques, will not be large. 

EAL5 is th~refore applicable in those circumstances where developers orusers require a 
high level of independently assured security in a planned development and require a 
rigorous development approach without incurring unreasonable costs attributable to 
specialist security engineering techniques." 

Evaluation assurance level 6 (EAL6) -' semiformally verified deslgn and tested 
(chapter 8.8) 

"Objectives 

EAL6 permits developers to gain high assurance frotn application' of security engineering 
techniques to a rigorous development environment in order to produce a premium TOE for 
protecting high value assets against significant risks. . " . 

EAL6 is therefore applicable to the development of security TOEs for application in high 
risk situations where the value of the protected assets justifies the additional costs." 
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Evaluation assurance level 7 (EAL7) - formally verified design and tested 
(chapter 8.9) 

"Objectives 

EAL 7 is applicable to the development of security TOEs for application in extremely high 
risk situations and/or where the high value of the assets justifies the higher costs. Practical 
application of EAL 7 is currently limited to TOEs with tightly focused security functionality 
that is amenable to extensive formal analysis." 

Class AVA: Vulnerability assessment (chapter 16) 

"The AV A: Vulnerability assessment class addresses the possibility of exploitable 
vulnerabilities introduced in the development or the operation of the TOE." 

Vulnerability analysis (AVA_ VAN) (chapter 16.1) 

"Objectives 

Vulnerability analysis is an assessment to determine whether potential vulnerabilities 
identified, during the evaluation of the development and anticipated operation of the TOE 
or by other methods (e.g. by flaw hypotheses or quantitative or statistical analysis of the 
security behaviour of the underlying security mechanisms), could allow attackers to violate 
the SFRs. 

Vulnerability analysis deals with the threats that an attacker will be able to discover flaws 
that will allow unauthorised access to data and functionality, allow the ability to interfere 
with or alter the TSF, or interfere with the authorised capabilities of other users." 
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D Annexes 

List of annexes of this certification report 

AnnexA: Security Target provided within a separate document. 
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